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Running the Installation VIDA Token Manager Software for Mac -
Instalasi Software VIDA Token Manager Untuk Mac

Please follow the instructions below to download and install the VIDA Token Manager software.
Mohon ikuti petunjuk berikut untuk mengunduh dan instalasi software VIDA Token Manager.
1 Download the VIDA Token Manager software in the following link

Unduh VIDA Token Manager software pada tautan berikut

Mac OS-X: https://dl.vida.id/VidaSignP11 20211225.dmg

2 Double click the VidaSignP11_20211225.dmg file that has been downloaded. A new Disk Image
file appears in the Finder window, and run the installation file VidaSignP11.pkg to start the
Installation.

Klik dua kali file VidaSignP11_20211225.dmg yang telah diunduh pada folder Download. File Disk
Image baru tampil pada jendela Finder, lalu jalankan file instalasi VidaSignP11.pkg untuk
memulai instalasi.



https://dl.vida.id/VidaSignP11_20211225.dmg

3 Click Continue to continue the installation

Klik Continue untuk melanjutkan proses instalasi.

#® |nstall VidaSignp11

Software License Agreement

. English
Introduction

Read Me Hypersecu Information Systems Inc
SOFTWARE DEVELOPER’S AGREEMENT

License
This Software Developer’s Agreement (SDA) is a legal agreement between you (either an individual or a
single entity) and Hypersecu Information Systems Inc for the software that accompanies this SDA, which
includes computer software and may include associated media, printed materials, “online” or electronic
documentation, and Internet-based services (“Software”).YOU AGREE TO BE BOUND BY THE TERMS OF
THIS SDA BY INSTALLING, COPYING, OR OTHERWISE USING THE SOFTWARE. IF YOU DO NOT AGREE,
DO NOT INSTALL, COPY, OR USE THE SOFTWARE; YOU MAY RETURN IT TO YOUR PLACE OF PURCHASE
FOR A FULL REFUND, IF APPLICABLE.

1. GRANT OF LICENSE. Hypersecu Information Systems Inc grants you the rights described in this SDA
provided that you comply with all terms and conditions of this SDA.

1.1 Hypersecu Information Systems Inc grants you a limited, nonexclusive license to use the Software,
and to make and use copies of the Software, for the purposes of designing, developing and testing your
software applications.

1.2 Hypersecu Information Systems Inc grants you to merge and link the Software with other programs
for the sole purpose of protecting those programs in accordance with the usage described in the
Developer's Guide.

Print... Go Back Continue

4 Click Agree to accept the software license agreement and continue the installation.

Klik Agree untuk menyetujui perjanjian lisensi perangkat lunak dan melanjutkan instalasi.

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree




Enter your User Name and Password with administrator permission, then click Install Software
to start the software installation.

Masukkan User Name dan Password pengguna dengan akses administrator, lalu klik Install
Software untuk melanjutkan proses instalasi.

Installer

Installer is trying to install new software.

Enter your password to allow this.

Vida Valisa

Install Software

Cancel

Software installation was successful. Click Close to close the installation window.

Instalasi software telah berhasil. Klik Close untuk menutup jendela instalasi.

#® |nstall VidaSignp11

The installation was completed successfully.

Introduction

Read Me
License
Destination Select

D ElE T Wi The installation was successful.

Installation .
The software was installed.

Summary




To move the Installer file to the trash, the Installer needs permission to access the folder where
the file is located. Click OK to allow access to the folder.

Untuk memindahkan Installer ke tempat sampah, Installer perlu izin akses ke folder lokasi file
tersebut. Klik OK untuk mengizinkan akses ke folder tersebut

5

"Installer” would like to access
files in your Downloads folder.

. Don't Allow . OK

Do you want to move the
“VidaSignp11” Installer to the
Trash?

To keep this package and disk image in
its current location, click Keep.

Keep Move to Trash




Change the USB Token Password - Mengubah Kata Sandi USB Token

Please follow the instructions below to change the USB Token password.

Mohon ikuti petunjuk berikut untuk melakukan perubahan password USB Token.

1 Plug the USB Token into your computer through the USB port (if your computer/laptop does not
have a USB Type-A port, you can use a USB converter extension USB which has been included in
the package).

Pasang USB Token ke komputer Anda melalui port USB (apabila komputer/laptop Anda tidak
memiliki port USB type-A, Anda dapat menggunakan konverter USB A to USB C yang telah
disertakan dalam paket).

2 To run VIDA Token Manager go to Application foder and run VidaSignP11UserMgr

Untuk menjalankan VIDA Token Manager masuk ke folder Application dan jalankan
VidaSignP11UserMgr

Applications

Applications

AirDrop
TV Utilities

Recents

Applications
Documents .

Downloads

vidasignp11Smart VidaSignP11User
Pictures Token Mgr

mammo...
P A

pribadi.... h -
@ Macin > B Applications > VidaSignP11UserMgr

3 In the left pane, select the USB Token used (if there are more than 1 USB Tokens). In the right
pane, click Change User PIN to change the Token password.

Pada panel sebelah kiri, pilih USB Token yang digunakan (apabila ada lebih dari 1 USB Token).
Pada panel sebelah kanan, klik Change User PIN untuk mengubah password Token.



[ ] (s} EnterSafe PKI Mananger(User)

b\?lo( list Token detailed infomation:
e
(= Data management Fleld Value
Token Name |
Manufacturer EnterSafe
Model ePass2003
Serial number 2B21338E80080011
Flags [0x0080040D] CKF_RNG | CKF_LOGIN_REQU
Max session number 0
Max R/W session number 0
Max PIN Length 255
Min PIN Length 8
Public space 63488
Free public space 39936
Hardware Version 1.00
Firmware Version 1.00
Token Timer <No built-in timer>
User Purview:
Login Change Token Name

Ready

Enter the current password, new password, and confirm password. The new password should
comply with the format defined on the token. Click OK once the new password has been
entered.

Masukkan password, password baru, dan konfirmasi password baru. Password baru harus sesuai
dengan format yang ditentukan pada token, lalu klik OK untuk melakukan perubahan.

[ ] Change User PIN

Please input user PIN:

ssssse e

Input new user PIN(8 to 255 characters):
assssses

Confirm new user PIN:

I..lll.*




Timestamp Server (TSA) Configuration - Konfigurasi Timestamp Server
(TSA)

Timestamp Server (TSA) configuration needs to be done in the Adobe Reader application with the
following objectives:

Konfigurasi Timestamp Server (TSA) perlu dilakukan pada aplikasi Adobe Reader dengan tujuan sebagai
berikut:

1 Indonesia Ministry of Communication and Information Technology (Kominfo) requires that CAs in
the signing process must use the TSA that is provided by the CA itself

Kementerian Komunikasi dan Informatika (Kominfo) mengharuskan bahwa VIDA sebagai
Penyelenggara Sertifikat Elektronik (PSrE) dalam proses penandatanganan secara elektronik
harus menggunakan Time Stamp Server TSA yang disediakan oleh PSrE itu sendiri

2 Although the signing process occurs offline on the Adobe Reader application and outside VIDA's
control, VIDA must inform the user to use TSA VIDA

Walaupun proses signing yang terjadi secara offline pada aplikasi Adobe Reader dan diluar
kontrol VIDA, namun VIDA harus menginformasikan ke user untuk menggunakan TSA VIDA

3 When the TSA VIDA is used at the signing process, the Timestamp that is in the digital signature
cannot be modified (higher data integrity)

Ketika TSA VIDA digunakan pada proses tanda tangan elektronik, maka Timestamp yang ada di
tanda tangan elektronik tidak bisa dimodifikasi (data integrity nya lebih tinggi)



TSA Configuration Steps - Langkah konfigurasi TSA

3

Open the Adobe Reader application
Buka aplikasi Adobe Reader

Select Acrobat Reader/Acrobat Pro DC — Preferencess menu
Pilih menu Acrobat Reader/Acrobat Pro DC — Preferences
Acrobat Reader File Edit View Sign

About Adobe Acrobat Reader DC
About Adobe Plug-Ins...

Preferences...
Services

Hide Adobe Acrobat Reader DC
Hide Others
Show All

Quit Adobe Acrobat Reader DC

Select Signatures in the list on the left, then press More... under Document Timestamping
Pilih Signatures pada list di sebelah kiri, kemudian tekan More... pada Document Timestamping

Preferences

Categories:
Digital Signatures

Email Accounts Creation & Appearance

Forms
. « Control options for signature creation More...
dentity . Set the ap of si within a
Internet
JavaScript Verification
Language
« Control how and when signatures are verified More...

Measuring (2D)

Measuring (3D)
Identities & Trusted Certificates
Measuring (Geo)

Multimedia (legacy) - Create and manage identities for signing More...
- Manage ials used to trust

Multimedia & 3D
Multimedia Trust (legacy) DO e kA Ao
Reading

Reviewing - Configure timestamp server settings

Search

Security

Security (Enhanced)

Signatures
Spelling

carcel | (D



4 Press the New button
Tekan tombol New

o Server Settings

Time Stamp Servers l_—/ Edit ™ Import = Export @ Remove L:TI Set Default

Name URL

Configure Time Stamp Servers

Configure a default Zime Stamp Server if you want to embed a trusted time stamp when
signing. If you are in a workgroup, your computer administrator may provide you with Time
Stamp Server configuration information.

Select one of the entries above and click Edit to view or change settings, or click New to add
and configure a Time Stamp Server. Select a default server using Set Default. If you have
selected a default server then a time stamp will be embedded with every signature that you
create.

Click Export to share your Time Stamp Server settings with others.

Close

5 On the New Timestamp Server page, fill in the following information
Pada halaman New Timestamp Server, isi dengan informasi berikut ini

Name: VIDA TSA
Server URL: http://tsa.vida.id/tsa

Then press OK button
Kemudian tekan tombol OK

New Time Stamp Server

Name: VIDA TSA

Server Settings

Server URL: | http:/tsa.vida.id/tsa

This server requires me to log on

corcel | (D
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http://tsa.vida.id/tsa

VIDA TSA will appear on the list. Select VIDA TSA then press the Set Default button to set as the
default Timestamp Server

VIDA TSA akan muncul pada list. Pilih VIDA TSA kemudian tekan tombol Set Default untuk
menggunakannya sebagai default Time Stamp Server

Time Stamp Servers

Server Settings

%fj New L,:_/El:ﬂt 4\ Import /¥ Export & Remove

Name URL

VIDA TSA http:/fts...a.id/tsa

Configure Time Stamp Servers

Configure a default Time Stamp Server if you want to embed a trusted time stamp when
signing. If you are in a workgroup, your computer administrator may provide you with Time
Stamp Server configuration information.

Select one of the entries above and click Edit to view or change settings, or click New to add
and configure a Time Stamp Server. Select a default server using Ser Default. If you have
selected a default server then a time stamp will be embedded with every signature that you
create.

Click Export to share your Time Stamp Server settings with others.

Close

The TSA configuration process is complete and now Adobe Reader is using VIDA TSA in the digital

signature process

Proses konfigurasi TSA selesai dan sekarang Adobe Reader menggunakan VIDA TSA pada proses
tanda tangan elektronik

Time Stamp Servers

Server Settings

#d New |/ Edit &\ import  f® Export © Remove E’-Jcmr
Name URL
\"‘:{VIDA TSA http:/fts...a.id/tsa

Configure Time Stamp Servers

Configure a default Time Stamp Server if you want to embed a trusted time stamp when
signing. If you are in a workgroup, your computer administrator may provide you with Time
Stamp Server configuration information.

Select one of the entries above and click Edir to view or change settings, or click New to add
and configure a Time Stamp Server. Select a default server using Ser Default. If you have
selected a default server then a time stamp will be embedded with every signature that you
create.

Click Export to share your Time Stamp Server settings with others.

Close

11



Sign PDF document using Adobe Reader - Menandatangani dokumen
PDF menggunakan Adobe Reader

1

3

Plug the USB Token into your computer through the USB port (if your computer/laptop does not
have a USB Type-A port, you can use a USB converter extension).

Pasang USB Token ke komputer Anda melalui port USB (apabila komputer/laptop Anda tidak
memiliki port USB type-A, Anda dapat menggunakan sambungan konverter USB).

Buka dokumen PDF menggunakan aplikasi Adobe Reader.
Open PDF document using the Adobe Reader application.

LN ) (8 Consulting Agreement - Template.pdf
Home  Tools Consulting Agree... x
w ® 8 Q T R D O® e /T B2 &DTQ
CONSULTING AGREEMENT

The Services
[The Consultant agrees that it shall render services to the Client on matters pertaining to {scopeOf}

(the “Services”).

Compensation and Payment

The Client shall provide payment to the Consultant at the amount of {paymentAmount} paid on
every {paymentTerms}, beginning the next month of the commencement of this Agreement.
CTreeartme your own automated PDFs with JotForm PDF EditorThis

Agreement shall commence 15 days after signing by the parties and shall continue

every {paymentTerms}, unless i by the C or Client or by mutual

agreement of the parties herein.

Termination
In the event that the Client desires to terminate the Services of the Consultant hereunder, the Client

shall submit a letter to the Consultant in not less than thirty (30) days prior to the desired date of

termination. All monies i by the C shall i be due and

Open the Tools tab at the top left, then click the Certificates menu.

@

Buka tab Tools pada kiri atas, kemudian klik menu Certificates.

eoce Consting Agreement - Template.pdf
Home  Tools Gonsulting Agree..
Q_ fearchtoos

2 52 B D

Comment Fill & Sign Edit PDF Export PDF Create PDF
[(open [~ ] ["open [+ \ Open [+ Open : Open [ -]

™ % e &

Share Stamp Measure Certificates Adobe Sign

["open [~ ] ["open [+ Open [+ Open |~ Open [ - |

)
A

[ oo [0

Combine Files

[Tadd [~)

Send for
Comments

[(Add [-]

Sign In

= e

ol

@

®

N B CNBN

Y

Sign In
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Show the location of the signature on the document. Click the Digitally Sign menu to add an
electronic signature.

Tampilkan lokasi tanda tangan pada dokumen. Klik menu Digitally Sign untuk menambahkan
tanda tangan elektronik.

eoe 5 Consulting Agreement - Template.pdf

Home  Tools Consulting Agree... x ® Sign In

e 8 Q RO OO - BT BsaD WA a=e
I Certificates [‘B Time Stamp : Close \}
B
=
o=
B
CONSULTING AGREEMENT
&
The Services

The Consultant agrees that it shall render services to the Client on matters pertaining to {scopeOf}

(the “Services”). B

Block area to be signed. The first time you use the Token for an electronic signature, you will be
asked to configure your Digital ID (the next electronic signature only needs to select the Digital
ID). Click Configure Digital ID.

Blok area yang akan ditandatangani. Anda akan diminta untuk mengkonfigurasi ID Digital Anda
saat pertama kali menggunakan Token tersebut untuk tanda tangan elektronik, (tanda tangan
elektronik berikutnya hanya perlu memilih ID Digital). Klik Configure Digital ID.

Digital ID Cenfiguration Required
This signature field requires a digital signature identity.

Would you like to configure one now?

Help Cancel Configure Digital 1D

13



6 Choose Use a Signature Creation Device, then click Continue to continue.

Pilih Use a Signature Creation Device, kemudian klik Continue untuk melanjutkan.

Configure a Digital ID for signing X

A Digital ID is required to SelecttheltypelofDigital ID:

create a digital
signature.The most secure

Digital ID are issued by @ Use a Signature Creation Device
et er e @ ®  Configure a smart card or token connected to your
authorities and are based Compu!er

on secure devices like
smart card or token. Some
are based on files.

Use a Digital ID from a file

You can also create a new - et .
Digital ID, but they provide ) fw@ Imporj an existing Digital ID that you have obtained
alow level of identity as afile

assurance.

o) @ Create a new Digital ID
© Create your self-signed Digital ID

0

7 Click Manage Digital ID to configure the Digital ID.

Klik Manage Digital ID untuk konfigurasi Digital ID.

Use a Signature Creation Device X
Digital ID from hardware Order a Signature Device from a Partner
Signature Greation Devices -E e . - - .
like smart card and USB = you n ave a signature device, you can order one from
token should be our partners. Learn More

automatically available for

use as long as the device is
rly connected.

L Download & Install Drivers

Follow these steps or ask IE_] Make sure that you have downloaded and installed all the

the device manufacturer for ) , . )

e e necessary drivers. Visit the website of the device manufacturer
additional configuraiton is for help.

required.

- Connect the Signature Device
@Q Make sure that signature device is properly connected to your
computer. Smart card may require a reader.

® (( Manage Digital ID ))( Back )




Click Attach Module to add the library module.

Klik Attach Module untuk menambahkan modul library.

] Digital ID and Trusted Certificate Settings

~  DigitaliDs Attach Module % Refresh

Roaming ID Account:  Module Manuf... ~ Library Path
Digital 1D Files

Keychain Digital IDs

PKCS#11 Modules al

Trusted Certificates

Manage PKCS#11 Modules

This is a list of loaded PKCS#11 modules. You can load additional modules to gain access to
new cryptographic devices

Close

Insert the following Library Path: /usr/local/lib/vidasignp11.dylib, then click OK.

Masukan Library Path berikut ini: fusr/local/lib/vidasignp11.dylib, kemudian klik OK.

v Digttal IDs Attach Module.  Detach Module & Refresh

Roaming ID Accounts Module Manuf...~ Library Path
Digital ID Files

Keychain Digital IDs

PKCS#11 Modules and Tokens

Trusted Certificates

Locate a PKCS#11 Module

Library Path | jusr/local/lib/vidasianp11.dylid ywa can load additional modules to
cancel | (CTH
Close

15



10 After entering the Library Path, you will see the SafeNet module stored in the Adobe Reader
Digital ID. Click the EnterSafe PKCS#11 menu in the left side, then click Login.

Setelah Library Path dimasukan, akan terlihat modul SafeNet yang tersimpan di Digital ID Adobe
Reader. Klik menu EnterSafe PKCS#11 di sebelah kiri, kemudian klik Login.

v Digital IDs
Roaming ID Accounts
Digital ID Files
Keychain Digital IDs
v PKCS#11 Modules a1
v EnterSafe PKCS#
Prib

Trusted Certificates

Digital ID and Trusted Certificate Settings

Change Password ~ Login  Logout ¥ Refresh
Token Label Status
Pribe Logged out
Token Label:

Module Manufacturer ID: EnterSafe
Model: ePass2003
Serial Number: 2B21338E80080011

11 Insert your USB Token Password and click OK.

Masukan password USB Token Anda dan klik OK.

v Digital IDs
Roaming ID Accounts
Digital ID Files
Keychain Digital IDs
~  PKCS#11Modules ai
v EnterSafe PKCS#
Prib

Trusted Certificates

Digital ID and Trusted Certificate Settings

Change Password  Login  Logout iy Refresh
Token Label Status
Pribz Logged out

Token Label: Pri

Password:

Cancel B3  os0011

Close

Close

16



12  The Token status changes to Logged in. Click Close.

Status Token berubah menjadi Logged in. Klik Close.

[ ] Digital ID and Trusted Certificate Settings
v EZHD Change Password  Login  Logout i Refresh
Roaming ID Accounts | Token Label Status

Digital ID Files [ Logged in

Keychain Digital IDs

v PKCS#11 Modules ai
- - =
Prib ] Token Label: Pt
’ Module Manufacturer ID: EnterSafe
Trusted Certificates
Model: ePass2003

Serial Number: 2B21338E80080011

Close
13  In Use a Signature Creation Device page, click Back.
Di halaman Use a Signature Creation Device, klik Back.
Use a Signature Creation Device X
Digital ID from hardware Order a Signature Device from a Partner
?;gn:;;rft gxt;r;%es'\rg)eﬁ ? If you do not have a signature device, you can order one from
token should be our partners. Learn More

automatically available for
use as long as the device is

properly connected. Download & Install Drivers

Make sure that you have downloaded and installed all the
the device manufacturer for . , .
R T P G necessary drivers. Visit the website of the device manufacturer

additional configuraiton is for help.
required.

Follow these steps or ask

- Connect the Signature Device
@ Make sure that signature device is properly connected to your
computer. Smart card may require a reader.

® ( Manage Digital ID )

17



14  In Configure a Digital ID for the signing page, click Cancel.

Di halaman Configure a Digital ID for signing, klik Cancel.

Configure a Digital ID for signing X

A Digial ID s recuired fo Select the type of Digital ID:

create a digital
signature.The most secure

Digital ID are issued by E‘ Use a Signature Creation Device
trusted Gertificate o ‘S‘Q Configure a smart card or token connected to your
authorities and are based Computer

on secure devices like
smart card or token. Some
are based on files.

- T : o Use a Digital ID from a file

‘ou can also create anew | Q - - .
Digital D, but they provide Pt»@ Impor_‘t an existing Digital ID that you have obtained
a low level of identity as afile

assUrance.

@) @ Create a new Digital ID
© Create your self-signed Digital ID

15 At the Sign with a Digital ID page, select the Digital ID that will be used then click Continue. If
this page does not appear, you can repeat steps 4 & 5.

Pada halaman Sign with a Digital ID, pilih Digital ID yang akan digunakan kemudian klik
Continue. Jika halaman ini tidak muncul, kembali ulangi langkah 4 & 5.

Consulting Agreement - Template.pdf

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

o [ G - View Details
¥ Issued by: VIDA Sign Certificate Authority, Expires: 2023.01.28

Configure New Digital ID @



16 Enter the Token password in the password field (if asked), then click Sign for an electronic
signature.

Masukan password Token pada kolom password (jika diminta), kemudian klik Sign untuk tanda
tangan elektronik.

Consulti - Template.pdf

Sign as "Pribadi Hasto Kusumo" X

Appearance Standard Text v
Digitally signed by

Date: 2022.02.24
17:05:37 +07'00'

Lock document after signing View Certificate Details

Review document content that may affect signing

17 Enter file name and choose the location to save the Digitally Signed PDF file, then click Save to
save the file.
Masukan nama file dan pilih lokasi penyimpanan file PDF yang telah ditandatangani, lalu klik
Save untuk menyimpan file tersebut.

Save As
Save As: | Consulting Agreement - Signed
Tags
Where: i) Documents — iCloud a8 -~
Eormat: Adobe PDF Files

19



18 Your document was successfully signed electronically.

Dokumen Anda berhasil ditandatangani elektronik.

[ N ] [%) consulting Agreement - Signed.pdf
Home  Tools Consulting Agree... x [©) Sign In
w e B8 Q R MO e e /T OB 2 &R TQ a xR e
I Certificates g Digally Sign [ Time Stamp £, Validate Al Signatures
é@ Signed and all signatures are valid. EB
=
o=
B
Digitally signed
CONSULTING AGREEMENT by Pribi 2 ]
Date: 2022.02.24
18:14:46 +07'00' =0
The Services
o
The Consultant agrees that it shall render services to the Client on matters pertaining to {scopeOf} e
(the “Services”). L
Comp ion and Pay
The Client shall provide payment to the Consultant at the amount of {paymentAmount} paid on
every {paymentTerms}, beginning the next month of the commencement of this Agreement. A
CTreeartme your own automated PDFs with JotForm PDF EditorThis
Agreement shall commence 15 days after signing by the parties and shall continue &
R
every {paymentTerms}, unless otherwise terminated by the Consultant or Client or by mutual
agreement of the parties herein. %

Termination

In the event that the Client desires to terminate the Services of the Consultant hereunder, the Client

Disclaimer - Penolakan

VIDA is not responsible for the use of Digital signatures using VIDA Digital Certificates that have been
issued and, all the usage responsibility is handed over by VIDA to Users.

VIDA dalam hal ini tidak bertanggung jawab atas penggunaan Sertifikat Elektronik untuk melakukan

Tanda Tangan Elektronik yang telah dikeluarkan dan seluruh tanggung jawab penggunaan diserahkan
oleh VIDA kepada Pengguna.



